
12 SAC Configuration

About This Chapter

This section describes the basic concepts of SAC and provides configuration
methods and examples of SAC.

12.1 Overview of SAC

12.2 Implementation of SAC

12.3 Application Scenarios for SAC

12.4 Licensing Requirements and Limitations for SAC

12.5 Configuring SAC

12.6 Maintaining SAC

12.7 Configuration Examples for SAC

12.1 Overview of SAC

Definition
Service Awareness (SA) is a smart application protocol identification and
classification engine. Smart Application Control (SAC) uses service awareness
technology to detect and identify Layer 4 to Layer 7 information such as HTTP
and RTP in packets, and implements fine-grained QoS management based on the
classification result.

Purpose
As network and multimedia technologies develop fast, network applications
become diversified and bandwidth resources are increasingly insufficient. In
particular, P2P technology is widely used. P2P applications are extended to voice
and video fields in addition to file sharing, and P2P users and traffic increase
explosively. Many P2P applications may even abuse network resources. As a result,
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network congestion occurs. When both P2P traffic and traffic of key applications
are transmitted, non-key services occupy much bandwidth, core services are lost,
delay and jitter are uncontrollable, and service quality cannot be guaranteed.
Users urgently want to control these unauthorized applications, so service
detection technology is used.

Traditional traffic classification technology only checks the content of Layer 4 and
lower layers in packets, for example, source address, destination address, source
port, destination port, and service type. It cannot analyze applications in packets.
Service detection technology is traffic detection and control technology based on
the application layer. Apart from the IP packet header, service detection
technology can analyze the content of the application layer. Service awareness
technology intelligently classified applications, identifies key services, ensures
bandwidth for key services, and limits traffic of non-key service traffic to ensure
stable and efficient transmission of core services.

12.2 Implementation of SAC

12.2.1 SAC Signature Database

Signature Database

Signature identification is the basic method of service detection technology.
Different applications use different protocols and each protocol has its
characteristics, which can be a specific port, a character string, or a bit sequence.
The characteristics that can identify a protocol are called character codes.
Signature identification determines an application by detecting character codes in
packets. Because character codes of some protocols are embedded in multiple
packets, the device must collect and analyze multiple packets to identify the
protocol type. The system analyzes service flows passing through the device, and
compares the analysis result with the signature file loaded on the device. It
identifies an application by detecting character codes in data packets, and
implements fine-grained QoS management according to the identification result.
Figure 12-1 shows the SAC working mechanism.

Figure 12-1 SAC working mechanism
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The device identifies application protocol packets based on character codes of
application protocols. As application software is upgraded and updated
continuously, the character codes also change. As a result, the original character
codes cannot correctly or accurately match application protocols. Therefore,
character codes must be updated in a timely manner. If character codes are
inherited in the software package, the software version must be updated, greatly
affecting services. Huawei device separates the signature file from the system
software. The signature file can be loaded and upgraded at any time, without
affecting services.

Huawei analyzes various common applications to form a signature file. The
signature file is pre-defined and loaded on the device. After the SAC signature
database file is loaded, the system automatically generates 45 application groups,
for example, Instant_Messaging. The Instant_Messaging application group
contains the common instant messaging software including QQ_IM, MSN_IM,
ICQ_IM, YahooMsg_IM, SinaUC_IM, Fetion_IM, AliTalk_IM, DoShow_IM,
XiaoNeiTong, Skype_IM, Lava_Lava_IM, and GoogleTalk_IM. The predefined SAC
signature database file cannot be manually modified. Modifications can only be
made through upgrades. Table 12-1 lists the commonly used application groups
and corresponding application protocols in the predefined SAC signature database.

Table 12-1 Commonly used application groups and application protocols in the
SAC signature database

Application
Group

Application Protocol

FileShare_P2
P

BT

Thunder

eDonkey_eMule

Fasttrack

DirectConnect

KuGoo

PPGou

POCO

BaiBao

Maze

Vagaa

QQDownLoad

Filetopia

Soulseek

KooWo

Foxy
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Application
Group

Application Protocol

SpeedUpper

 

The AR cannot identify packets that are based on regular expression rules and
SSL-encrypted passerby packets.

12.3 Application Scenarios for SAC

As shown in Figure 12-2, the enterprise network connects to the WAN through
the Router as the egress gateway. To ensure network quality and standardize
employee behaviors, use service awareness technology to identify various
applications on networks and control packets of the application protocols. For
example:

● Permit network browsing behaviors so that office services of internal users
can be correctly transmitted on the internal network.

● Block applications of Instant_Messaging type such as QQ or limit the rate of
traffic matching these applications to standardize employee behaviors.

● Limit bandwidth of FileShare_P2P packets such as BT and eDonkey_eMule
packets to ensure network quality.

Figure 12-2 Service detection networking

Enable SAC

Eth1/0/0 GE1/0/0Enterprise 
network

Web browsing: Permit

P2P: CAR

IM: Deny

Internet

12.4 Licensing Requirements and Limitations for SAC

Involved Network Elements

Other network elements are not required.

Licensing Requirements

For SAC-capable devices, their licensing requirements for the SAC function are as
follows:
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● AR100&AR120 series: SAC is a basic feature of the device and is not under
license control.

● AR150&AR160&AR200&AR1200&AR2200&AR3200&AR3600 series: By default,
this function is disabled on a new device. To use the SAC function, apply for
and purchase the following license from the Huawei local office.
– AR150&160&200 series: AR150&160&200 value-added service package

for security services
– AR1200 series: AR1200 value-added service package for security services
– AR2200 series: AR2200 value-added service package for security services
– AR3200 series: AR3200 value-added service package for security services
– AR3600 series: AR3600 value-added service package for security services

Feature Limitations
NO TE

AR161EW, AR161EW-M1, AR169EW, AR169EGW-L, AR161FW, AR161FV-1P, AR169FVW,
AR169FVW-8S, AR169FGW-L, AR169FGVW-L, AR169FGVW-La, AR169BF, AR1220E, AR1220EV,
AR1220EVW, AR2204, AR2220-AC, AR2220-DC, AR2220L-AC, AR2220L-DC, AR2220E, AR2240,
AR2240C, AR3200&AR3600 series define more than 1500 protocols, and the SAC signature file
of other models define more than 500 protocols.

12.5 Configuring SAC

12.5.1 Enabling Deep Security Defense and Loading the SAC
Signature Database

Context

To use the SAC function on a device, you need to purchase the corresponding
license and enable the deep security defense function. The SAC identifies
applications by using the signature database file. By default, the system software
has an embedded signature database file. After the deep security defense function
is enabled, the system automatically loads the embedded signature database file.
To use a signature database file of a later version, you can upgrade the signature
database file separately. For details, see 12.6.1 Upgrading the SAC Signature
File. The remaining memory space of the device must be greater than the size of
the signature database file that is used. Otherwise, the signature database file
fails to be loaded.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run engine enable

Deep security defense is enabled.
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By default, deep security defense is disabled.

----End

Verifying the Configuration
Run the following commands to check the previous configuration.

● Run the display sa information command to check the SA status. If the SA is
enabled, deep security defense is enabled.

12.5.2 Configuring SA Applications

12.5.2.1 (Optional) Specifying Parameters for SA Detection

Context
Signature identification technology determines an application by detecting
character codes in packets. Because character codes of some protocols are
embedded in multiple packets, signature identification technology must collect
and analyze multiple packets. Signature identification technology can identify the
protocol type only when detection parameters in packets are set correctly. The
default values of detection parameters in packets are recommended.

Procedure
Step 1 Run sa

The SA view is displayed.

Step 2 Run detect max-packets max-packets

The maximum number of packets to be detected in a session of the SA module is
set.

Step 3 Run detect max-bytes max-bytes

The maximum number of bytes to be detected in a session of the SA module is
set.

Step 4 Run port-identification packet-number-threshold packets

The packet number threshold is set for the SA module to enable port information-
based identification.

Step 5 Run detect uni-direction

Unidirectional detection of the SA module is enabled.

----End

12.5.2.2 (Optional) Configuring a User-Defined SA Application

Context
Generally, the built-in SA application signature database can identify various
common SA applications. For an SA application that is not included in the
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predefined applications, you can create an SA application based on signatures of
the application.

For SA applications, the router can create rules based on the triplet, keyword, or a
combination of them. The triplet refers to the server IP address, protocol type, and
port number. A keyword is a signature of a data packet or a data flow
corresponding to the application and uniquely identifies the application.

Table 12-2 Rule creation

Content Rule Creation Mode

Server address, protocol type, and
fixed port number

Triplet

Server address, protocol type, and
variable port number

Keyword

Identical port number for two or more
services

Triplet + keyword

 

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run sa

The SA view is displayed.

Step 3 Run user-defined-application name name

A user-defined application is created and its view is displayed.

Step 4 (Optional) Run description description

A description is configured for the user-defined application.

By default, no description is configured for a user-defined application.

Step 5 (Optional) Configure basic attributes of the user-defined application.
1. Run category category sub-category sub-category

A category and a subcategory are configured for the user-defined application.

By default, the category and sub-category of a user-defined application are
General and Other, respectively.

2. Run data-model { unassigned | client-server | browser-based | networking
| peer-to-peer }

A data model is configured for the user-defined application.

By default, the data model of a user-defined application is unassigned.
3. Run label label-name &<1-8>

A label is configured for the user-defined application.
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By default, no label is configured for a user-defined application.

Step 6 Configure a user-defined application rule.

1. Run rule name name
A user-defined application rule is created and its view is displayed.

By default, no user-defined application rule is configured.

2. (Optional) Run description description
A description is configured for the user-defined application rule.

By default, no description is configured for a user-defined application rule.

3. Configure a user-defined application rule.

a. Run ip-address ip-address [ mask | mask-length ]
The IPv4 address is configured for the user-defined application rule.

By default, no IPv4 address is configured for a user-defined application
rule.

b. Run port port
The port number is configured for the user-defined application rule.

By default, no port number is configured for a user-defined application
rule.

c. (Optional) Run protocol { tcp | udp }

The transport layer protocol type is configured for the user-defined
application rule.

By default, a user-defined application rule uses any type of a transport
layer protocol, that is, the rule is valid for both TCP and UDP packets.

d. (Optional) Run signature context { flow | packet } direction { request |
response | both } plain-string plain-string [ field field ]

A signature is configured for the user-defined application rule.

By default, no signature is configured for a user-defined application rule.

NO TE

A user-defined application rule contains at least one IP address or one port number.

Step 7 Run quit

Exit from the user-defined application rule view.

Step 8 Run quit

Exit from the user-defined application view.

Step 9 Run quit

Exit from the SA view.

Step 10 Run engine configuration commit

The configuration is committed.
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NO TE

After a user-defined application is created or modified, you must submit the configuration to
activate it. Activating the configuration takes a long period of time. It is recommended that you
commit the configuration after performing all user-defined application operations.

----End

Follow-up Procedure

After configuring user-defined applications, you can adjust them as follows:

● Run the rename new-name command in the user-defined application view to
rename an existing user-defined application.

● Run the rename new-name command in the user-defined application rule
view to rename an existing user-defined application rule.

12.5.3 Configuring an SAC Traffic Policy

12.5.3.1 Configuring an SAC Traffic Classifier

Context

An SAC traffic classifier identifies application layer packets of a certain type by
using matching rules, so that the device can provide differentiated services.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Configure an SAC traffic classifier.
● To match a single application protocol such as BT, perform the following

operations.

a. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.

b. Run if-match application application-name [ user-set user-set-name ]
[ time-range time-name ]

A matching rule based on the application protocol is defined.
● To match a single application group, perform the following configurations:

a. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.

b. Run if-match category category-name [ user-set user-set-name ]
[ time-range time-name ]
A matching rule based on the SAC group is defined.

----End
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12.5.3.2 Configuring an SAC Traffic Behavior

Context
An SAC traffic classifier identifies application layer packets of a certain type by
using matching rules. The device can provide differentiated services by configuring
a traffic behavior.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed, or the view
of the existing traffic behavior is displayed.

Step 3 Define actions in the traffic behavior. You can configure multiple non-conflicting
actions in a traffic behavior.

Action Command

Packet
filtering

deny | permit

Configure a
QoS group
that packets
belong to

remark qos-group qos-group-value

Priority re-
marking by
MQC

remark 8021p 8021p-value
remark cvlan-8021p 8021p-value
remark dscp { dscp-name | dscp-value }
remark mpls-exp exp-value
(AR1200&AR2200&AR3200&AR3600 series)
remark fr-de fr-de-value
remark local-precedence local-precedence-value
NOTE

If a traffic behavior contains remark 8021p, remark mpls-exp, or
remark dscp, but not remark local-precedence, the device marks the
local priority of packets with 0.
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Action Command

Traffic
policing by
MQC

car cir { cir-value | pct cir-percentage } [ pir { pir-value | pct pir-
percentage } ] [ cbs cbs-value pbs pbs-value ] [ share ] [ mode
{ color-blind | color-aware } ] [ green { discard | pass
[ remark-8021p 8021p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value ] } ] [ yellow { discard | pass
[ remark-8021p 8021p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value ] } ] [ red { discard | pass
[ remark-8021p 8021p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value ] } ]
NOTE

The AR100&AR120&AR150&AR160&AR200 series do not support
remark-mpls-exp exp-value.

Traffic
shaping by
MQC

gts cir { cir-value [ cbs cbs-value ] | pct pct-value } [ queue-
length queue-length ]

Adaptive
traffic
shaping by
MQC

gts adaptation-profile adaptation-profile-name

Congestion
management
by MQC

queue af bandwidth { bandwidth | [ remaining ] pct
percentage }
queue ef bandwidth { bandwidth [ cbs cbs-value ] | pct
percentage [ cbs cbs-value ] }
queue llq bandwidth { bandwidth [ cbs cbs-value ] | pct
percentage [ cbs cbs-value ] }
queue wfq [ queue-number total-queue-number ]
queue-length { bytes bytes-value | packets packets-value }*

Congestion
avoidance by
MQC

drop-profile drop-profile-name

Sampling of
NetStream
statistics by
MQC

ip netstream sampler { fix-packets packet-interval | fix-time
time-interval | random-packets packet-interval | random-time
time-interval } { multicast | rpf-failure | unicast }*

NOTE
● The device does not support sampling of NetStream statistics for IPv6

and MPLS packets, so traffic classification rules cannot contain IPv6
or MPLS.

● Layer 2 VE interfaces do not support this function.
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Action Command

Unicast PBR redirect ip-nexthop ip-address [ vpn-instance vpn-instance-
name ] [ track { nqa admin-name test-name | ip-route ip-
address { mask | mask-length } | interface interface-type
interface-number } ] [ post-nat ] [ discard ] [ sfc-nsh spi spi-
index si si-index ]
NOTE

If DSCP priority matching is configured in a traffic policy, the SAE220
(WSIC) and SAE550 (XSIC) cards do not support redirect ip-nexthop ip-
address post-nat.

redirect ipv6-nexthop ipv6-address [ track { nqa nqa-admin
nqa-name | ipv6-route ipv6–address mask-length } ] [ discard ]
redirect interface interface-type interface-number [ track { nqa
admin-name test-name | ip-route ip-address { mask | mask-
length } [ weak ] | ipv6-route ipv6-address mask-length } ]
[ discard ]
redirect vpn-instance vpn-instance-name
NOTE

Layer 2 VE interfaces do not support this function.

redirect backup-nexthop ip-address [ vpn-instance vpn-
instance-name ]

Sub traffic
policy
binding

traffic-policy policy-name

Traffic
statistics

statistic enable

Configure
MQC to
implement
URL filtering

url-filter-profile profile-name

 

NO TE

When an interface is added to a network bridge, the traffic behavior that is configured on the
interface in the inbound direction can only define the following actions:
● Re-marking the 802.1p priority in VLAN packets.
● Configuring MQC to implement traffic policing.
● Traffic statistics.

Step 4 Run quit

Exit from the traffic behavior view.

----End
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12.5.3.3 Configuring an SAC Traffic Policy

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the existing
traffic policy view is displayed.

Step 3 Run classifier classifier-name behavior behavior-name

A traffic behavior is bound to the traffic classifier in the traffic policy.

----End

12.5.3.4 Applying the SAC Traffic Policy

Context
After an SAC traffic policy is applied to a WAN-side interface, the system analyzes
the packets passing the interface and takes actions for application layer packets
matching rules to implement fine-grained management.

NO TE

The SAC traffic policy can be only applied to Layer 3 interfaces.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run interface interface-type interface-number

The interface view is displayed.

Step 3 Run traffic-policy policy-name { inbound | outbound }

The SAC traffic policy is applied to the inbound or outbound direction of the
interface.

----End

12.5.4 Enabling the SA Statistics Function on an Interface

Context
To enable SAC identification for incoming traffic on an interface, you must enable
the SA statistics function on the interface where the application is to be identified
so that the SAC application configuration takes effect. Otherwise, the application
cannot be identified.
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Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run interface interface-type interface-number

The interface view is displayed.

Step 3 Run sa application-statistic enable

The SA statistics function is enabled on the interface.

By default, the SA statistics function is disabled on an interface.

----End

12.5.5 Verifying the Configuration

Prerequisites
The SAC configuration is complete.

Procedure
● Run the display sa information command to check the SA configuration on

the device.
● Run the display sa category [ category-name ] command to check the

configured SA group.
● Run the display sa application-list command to check the SA protocol list on

the device.
● Run the display application command to check information about

applications in the system.
● Run the display application name aging-time command to check the aging

time of the application association table.

----End

12.6 Maintaining SAC

12.6.1 Upgrading the SAC Signature File

Context
You can upgrade the signature file using the following methods:
● Online upgrade

– If the device can access the security center platform, you can upgrade the
signature file through the security center platform.

– If the device cannot access the security center platform, you can upgrade
the signature file through the internal upgrade server.
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i. Ensure that the internal upgrade server can normally access the
security center platform.

ii. Ensure that there are reachable routes between the device and the
internal upgrade server.

● Local upgrade
When the device cannot be connected to the security center platform through
a network, you can log in to the security center platform to download the
upgrade package, and then upload the signature file to the device through
FTP or TFTP, to upgrade the SAC signature file.

NO TE

After the SAC signature file is upgraded, the new SAC signature file may adjust categories of
application groups and application protocols. If there is the configuration based on the
application group on the device, some services may be unavailable. You can run the display sa
category command to check categories in the new signature file and run the display
application command to check information about applications. Then you can adjust the
configuration.

Procedure
● Perform an online upgrade.

a. Run system-view
b. (Optional) Run update server { domain domain-name | ip ip-address }

[ port port-number ]
c. (Optional) Visit the upgrade server through the proxy server.

i. Run update proxy enable
The signature file proxy upgrade function is enabled.
By default, the signature file proxy upgrade function is disabled.

ii. Run update proxy { domain domain-name | ip ip-address } [ port
port-number ] [ user user-name [ password password ] ]
The IP address or domain name of the proxy server is configured.

d. (Optional) Run update online-mode { http | https }The online update
mode of the signature database is set.

By default, the online update is in HTTPS mode.

NO TE

When configuring the online update mode of the signature database, you can select
HTTP or HTTPS. By default, the online update is in HTTPS mode. Update in HTTP
mode is risky, and update in HTTPS mode is recommended. To perform update in
HTTP mode, you must strictly restrict security policy matching conditions.

e. Determine an online upgrade mode.

▪ Online upgrade through the security center platform
To ensure that the device can access the security center platform,
configure DNS.

1) Run dns resolve
Dynamic DNS resolution is enabled.

2) Run dns server ip-address
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An IP address is configured for the DSN server.
f. Scheduled upgrade

i. Run update schedule sa-sdb enable
The scheduled upgrade function of the SAC signature file is enabled.
By default, the scheduled online upgrade function of the SAC
signature file is enabled.

ii. Run update schedule [ { daily | weekly { Mon | Tue | Wed | Thu |
Fri | Sat | Sun } } time ]
The fixed online upgrade time of the SAC signature file is set.
If no fixed upgrade time is set, a time between 22:00 and 08:00 is
selected randomly as the daily upgrade time by default.
It is recommended that you set time to the time when the device has
the minimum traffic volume, for example, 6:00 am.

iii. Set the installation mode of the SAC signature file.
An SAC signature file can take effect only after being installed on a
device. You can select the installation mode, that is, whether
confirmation is needed. If you select the confirmation mode, the
device asks you whether to install the SAC signature file before the
upgrade is performed.
When you install the new SAC signature file, the old SAC signature
file will be overwritten. During this process, services will be
interrupted, so you are advised to enable installation confirmation
when there is less impact on services.

○ Installation after confirmation

1) Run update confirm sa-sdb enable
The installation confirmation function is enabled. The
upgrade file downloaded at a fixed time will be installed
after confirmation.
By default, the automatic installation confirmation function
of all signature databases is disabled. The upgrade file
downloaded at a fixed time will be installed automatically.

2) Run update apply sa-sdb
The downloaded upgrade file is installed.

○ Installation without confirmation
Run undo update confirm sa-sdb enable
The installation confirmation function is disabled. The upgrade
file downloaded at a fixed time will be installed automatically
without confirmation.

g. (Optional) Immediate upgrade

▪ Generally, scheduled upgrade can meet service requirements.
However, if the upgrade time is not reached, you can select
immediate upgrade.

1) Run update online sa-sdb
The SAC signature database is upgraded immediately.
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2) Run update apply sa-sdb
The downloaded upgrade file is installed.

● Terminate the upgrade.

After the upgrade is started, if many network resources are occupied, you can
terminate the upgrade.

NO TE

The update can be terminated only during file downloading.

a. Run system-view
The system view is displayed.

b. Run update abort
The upgrade is terminated.

● Perform a version rollback.

If an error occurs after the upgrade or the new SAC signature file does not
meet requirements, use this command to roll back the version of the SAC
signature file.

NO TE

Before the version rollback, you are advised to run the display version sa-sdb command to
check the rollback version. Then you can choose whether to perform the version rollback. If
no rollback version is available, the version rollback fails. The version in the device remains
unchanged.

a. Run system-view
The system view is displayed.

b. Run update rollback sa-sdb
The SAC signature file version is rolled back.

● Perform a local upgrade.

a. Run system-view
The system view is displayed.

b. Run update local sa-sdb file filename
The SAC signature file is upgraded locally.

NO TE

Terminate upgrade are not supported in the local upgrade.

● Restore the version.

NO TE

If the signature file is restored to the factory default version, all other versions on the
device are deleted.

a. Run system-view
The system view is displayed.

b. Run update restore sdb-default sa-sdb
The SAC signature file is restored to the factory default version.

----End
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Verifying the Configuration
● Run the display engine information command to check the engine status

and the version of all signature files.

● Run the display version sa-sdb command to check version information of the
SAC signature file.

● Run the display update status command to check the upgrade status.

● Run the display update configuration command to check the upgrade
configuration.

12.6.2 Restoring the Version

Context

If an exception occurs during the update of the signature database, you can
restore the signature database to the factory default version and perform the
update again.

NO TICE

If the signature database is restored to the factory default version, all other
versions on the Router are deleted. Perform the operation with caution.

Procedure

Step 1 Run system-view

Access the system view.

Step 2 Run update restore sdb-default sa-sdb

Restore the signature database to the factory default version.

----End

12.6.3 Displaying Statistics on Application Protocol Packets

Prerequisites

SAC has been enabled and a signature file has been loaded.

Context

When the SA statistics function is enabled on an interface, you can check statistics
on SA application protocol packets on the interface. You can also check the
statistics on application protocol packets with the most number of bytes. The
statistics help you learn information about application protocol packets and
network usage.
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Procedure

Step 1 Run the system-view command to enter the system view.

Step 2 Run the interface interface-type interface-number command to enter the
interface view.

Step 3 Run the sa application-statistic enable command to enable the SA statistics
function.

Step 4 Run the display sa application-statistic { application application-name | top-n
number | all } interface { interface-type interface-number | virtual-template vt-
number virtual-access va-number } [ inbound | outbound ] command to check
statistics on packets of SA application protocols.

NO TICE

After the reset session command is used to delete all session table information,
run the reset engine session table command to clear engine session information.
Then you can collect statistics on application protocol packets.
SA cannot identify a protocol of which a connection has been set up. To ensure
that SA can identify the protocol, terminate the connection, and then establish the
connection.

----End

12.6.4 Clearing Statistics on Application Protocol Packets

Context

Before viewing communication packets of a device within a specified period, clear
existing statistics on the device.

NO TICE

The cleared statistics cannot be restored. Exercise caution when you use the
command.

Procedure

Run the reset sa application-statistic { application application-name | all }
interface { interface-type interface-number | virtual-template vt-number virtual-
access va-number } command to clear application layer protocol statistics.

12.7 Configuration Examples for SAC
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12.7.1 Example for Limiting Traffic

Networking Requirements

As shown in Figure 12-3, an enterprise connects to the Internet through the
Router as the gateway. To ensure network quality, bandwidth use efficiency, and
normal running of services, the device detects FileShare_P2P packets of BT and
eDonkey_eMule and limits the rate of the FileShare_P2P packets within 4 Mbit/s.

Figure 12-3 Networking for limiting FileShare_P2P traffic

Router

Eth1/0/0 GE1/0/0Enterprise 
network

P2P: CAR

InternetInternet

Configuration Roadmap

The configuration roadmap is as follows:

1. Enable deep security defense and load a signature file.
2. Configure a traffic classifier and define a rule matching the FileShare_P2P

group.
3. Configure a traffic behavior and limit the rate of FileShare_P2P packets within

4 Mbit/s.
4. Configure a traffic policy and bind the traffic classifier and traffic behavior to

the traffic policy.
5. Apply the traffic policy to the inbound direction of the WAN interface and

enable the SA statistics function on the interface for the SAC configurations to
take effect.

Procedure

Step 1 Enable deep security defense and load a signature file.
<Huawei> system-view
[Huawei] sysname Router
[Router] engine enable

Step 2 Configure a traffic classifier to identify FileShare_P2P packets.
[Router] traffic classifier p2p 
[Router-classifier-p2p] if-match category FileShare_P2P
[Router-classifier-p2p] quit

Step 3 Configure a traffic behavior and limit the rate of FileShare_P2P packets.
[Router] traffic behavior p2p 
[Router-behavior-p2p] car cir 4096
[Router-behavior-p2p] quit

Step 4 Configure a traffic policy and bind the traffic classifier and traffic behavior to the
traffic policy.
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[Router] traffic policy p2p 
[Router-trafficpolicy-p2p] classifier p2p behavior p2p
[Router-trafficpolicy-p2p] quit

Step 5 Apply the traffic policy to the inbound direction of WAN-side Layer 3 interface
GE2/0/0 and enable the SA statistics function on the interface for the SAC
configurations to take effect.
[Router] interface gigabitethernet 2/0/0                                                       
[Router-GigabitEthernet2/0/0] traffic-policy p2p inbound
[Router-GigabitEthernet2/0/0] sa application-statistic enable
[Router-GigabitEthernet2/0/0] quit

Step 6 Run the display current-configuration command to check the configuration.

----End

Configuration Files
● Configuration file of the Router

# 
 sysname Router 
# 
 engine enable
#
traffic classifier p2p operator or 
 if-match category FileShare_P2P 
# 
traffic behavior p2p 
 car cir 4096 cbs 770048 pbs 1282048 mode color-blind green pass yellow pass red discard 
# 
traffic policy p2p 
 classifier p2p behavior p2p precedence 5 
# 
interface GigabitEthernet2/0/0 
 traffic-policy p2p inbound 
 sa application-statistic enable
# 
return 

12.7.2 Example for Preventing Instant Messaging Software

Networking Requirements

As shown in Figure 12-4, a school lab connects to the Internet through the Router
as the gateway. Students are not allowed to use instant messaging software such
as QQ and MSN in the lab.

Figure 12-4 Networking for preventing instant messaging software
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Configuration Roadmap
The configuration roadmap is as follows:

1. Enable deep security defense and load a signature file.
2. Configure a traffic classifier and define a matching rule based on the

Instant_Messaging protocol group. The Instant_Messaging protocol group
defines commonly usedInstant_Messaging software.

3. Configure a traffic behavior to denyInstant_Messaging packets.
4. Configure a traffic policy and bind the traffic classifier and traffic behavior to

the traffic policy.
5. Apply the traffic policy to the inbound direction of the WAN interface and

enable the SA statistics function on the interface for the SAC configurations to
take effect.

Procedure

Step 1 Enable deep security defense and load a signature file.
<Huawei> system-view
[Huawei] sysname Router
[Router] engine enable

Step 2 Configure a traffic classifier and define a matching rule based on the
Instant_Messaging protocol group.
[Router] traffic classifier im
[Router-classifier-im] if-match category Instant_Messaging
[Router-classifier-im] quit

Step 3 Configure a traffic behavior to filter Instant_Messaging packets.
[Router] traffic behavior im
[Router-behavior-im] deny
[Router-behavior-im] quit

Step 4 Configure a traffic policy and bind the traffic classifier and traffic behavior to the
traffic policy.
[Router] traffic policy im
[Router-trafficpolicy-im] classifier im behavior im
[Router-trafficpolicy-im] quit

Step 5 Apply the traffic policy to the inbound direction of WAN-side Layer 3 interface
GE2/0/0 and enable the SA statistics function on the interface for the SAC
configurations to take effect.
[Router] interface gigabitethernet 2/0/0
[Router-GigabitEthernet2/0/0] traffic-policy im inbound
[Router-GigabitEthernet2/0/0] sa application-statistic enable
[Router-GigabitEthernet2/0/0] quit

Step 6 Run the display current-configuration command to check the configuration.

----End

Configuration Files
● Configuration file of the Router

#
 sysname Router
#
 engine enable
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#
traffic classifier im operator or
 if-match category Instant_Messaging
#
traffic behavior im
 deny
#
traffic policy im
 classifier im behavior im
#
interface GigabitEthernet2/0/0
 traffic-policy im inbound
 sa application-statistic enable
#
return
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